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CHINA AEROSPACE STUDIES INSTITUTE 

The mission of the China Aerospace Studies Institute (CASI) is to advance the 
understanding of the strategy, doctrine, operating concepts, capabilities, personnel, training, and 
organization of China’s aerospace forces and the civilian and commercial infrastructure that 
supports them. 

 
CASI supports the Secretary, Chief of Staff of the Air Force, the Chief of Space 

Operations, and other senior Air and Space leaders. CASI provides expert research and analysis 
supporting decision and policy makers in the Department of Defense (DoD) and across the U.S. 
government. CASI can support the full range of units and organizations across the United States 
Air Force (USAF), U.S. Space Force (USSF), and the DoD. CASI accomplishes its mission 
through conducting the following activities:  

 
• CASI primarily conducts open-source native-language research supporting its five 

main topic areas.  
• CASI conducts conferences, workshops, roundtables, subject matter expert panels, and 

senior leader discussions to further its mission. CASI personnel attend such events, 
government, academic, and public, in support of its research and outreach efforts. 

• CASI publishes research findings and papers, journal articles, monographs, and edited 
volumes for both public and government-only distribution as appropriate.  

• CASI establishes and maintains institutional relationships with organizations and 
institutions in the PLA, the PRC writ large, and with partners and allies involved in 
the region. 

• CASI maintains the ability to support senior leaders and policy decision makers across 
the full spectrum of topics and projects at all levels, related to Chinese aerospace. 

 
CASI supports the U.S. Defense Department and the China research community writ-

large by providing high quality, unclassified research on Chinese aerospace developments in the 
context of U.S. strategic imperatives in the Asia-Pacific region. Primarily focused on China’s 
military air, space, and missile forces, CASI capitalizes on publicly available native language 
resources to gain insights as to how the Chinese speak to and among one another on these topics. 
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INTRODUCTIONi 

The Russia-Ukraine war has been called the “first drone war,”1 the “first commercial space 
war,”2 and the “first full-scale cyber war.”3 The Russia-Ukraine war, however, defies simple 
generalizations. Characterized by trench warfare, nearly static front lines, and tank battles where 
precision artillery duels stymie operational maneuver, the war has also featured rapidly evolving 
electromagnetic combat, the prominent use of drones, including sea control without crewed 
warships, and the indispensability of space-based capabilities. It is one part World War I, one part 
World War II, and one part World War III.  

The Russia-Ukraine war is in some ways reminiscent of World War I. That war has been 
called the “first modern war.” It was the first war fought on the land, air, and sea and it launched 
the widespread use of many now commonplace military technologies, including aircraft, 
submarines, and tanks. Although airpower, undersea warfare, and armored maneuver would get 
their start in World War I, their use would be developed to an even greater degree some two 
decades later in World War II.  

Similarly, the Russia-Ukraine war may be a harbinger of wars to come that sits at the 
intersection of geopolitics, technology, and tactics. The ongoing conflict between Russia and 
Ukraine occurs at a time of increasing concern in the United States over the rise of China and the 
potential for war between the two countries over primacy in the Western Pacific. The United States 
has identified the People’s Republic of China (PRC) as the pacing challenge and China’s military, 
the People’s Liberation Army (PLA), continues to modernize its capabilities across all domains 
with the goal of becoming a “world-class” military by mid-century.4 As part of its modernization 
process, the PLA has been given the goal of developing the capabilities and being ready to 
successfully invade Taiwan while deterring or defeating U.S. intervention by 2027.5  

This paper identifies ten takeaways from the Russia-Ukraine war and applies their 
implications to a potential conflict between the United States and the PRC over Taiwan. These ten 
issue areas include strategic issues such as the effects of national will, demographics, protraction, 
and international support on the ability of a country to sustain the fight and the role of nuclear 
weapons. They also focus on operational warfighting issues such as logistics, uncrewed systems, 
space systems, air power, and cyber warfare on the course and conduct of future warfare. 

In conducting this research, it is acknowledged that the lessons learned from any war are 
contextual and that the lessons from one war must be carefully applied to other conflicts. The 
Russia-Ukraine war is primarily a land war while a conflict over Taiwan for the U.S military would 
primarily be fought on the seas and in the air. Moreover, the war in Europe continues and its full 
lessons may not be fully understood or realized for years to come. Both Ukraine and Russia have 
been highly adaptable in their response to challenges, suggesting that new lessons will be learned 
and old lessons unlearned. Nevertheless, the study of an ongoing conflict like the Russia-Ukraine 

 
i The author would like to thank Jeffrey Becker, Derek Ecklebe, John Garrison, Brendan Mulvaney, Steven Smith, 
and Andrew Taffer for their feedback.  
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war can offer guideposts about how warfare is changing, even if its exact destination is not 
completely known. 

Each of the takeaways presented here is intended to provide a vignette of a larger issue. 
Whole studies can and have been written about most of the topics. Taken in their totality, these 
takeaways indicate that fighting and winning a potential war with China have far-reaching 
implications for the United States and its military. For the past three decades, the United States has 
fought wars with lesser powers. A war with a peer competitor like China, on the other hand, 
requires the United States to take a Cold War-era focus on the China military challenge in such a 
way that enables it to achieve a military edge and translate that edge into effective deterrence, and 
if necessary, strategic victory.  

The overarching takeaway of this report is that wars between peer competitors can be both 
intense and protracted and that intense and protracted wars can challenge national will and the 
ability of militaries to sustain operations. The potential for a conflict between the United States 
and China to be intense and protracted means that the U.S. military will need to develop new 
technologies and concepts of operation and that the defense industrial base will need to be more 
responsive and productive in order to keep pace with high rates of fire and combat losses that could 
be the result of a high end war with China. A war with China will also involve the United States 
facing a nuclear-armed adversary whose operations could blur the lines between nuclear and 
conventional conflict that require new approaches to deterrence and de-escalation. The United 
States will also need to maintain and deepen its relationships with allies and partners. Taiwan, in 
particular, will need to deepen its military preparations, including developing the national will and 
military capabilities to defend itself during an extended conflict.  

Taken together, the ten takeaways presented here indicate that China has positioned itself 
favorably for conflict with the United States and that the potential for war between the United 
States and China will likely exact high costs on the United States, increasing the risk of intervening 
in a Taiwan conflict. The potential for war between the United States and China suggests that 
defense budgets may be higher than during the previous three decades as the U.S. military retools 
to meet new threats. Additionally, a potential war between the United States and China could 
involve larger expenditures of weapons and equipment and its attendant loss of life than U.S. wars 
fought since the Vietnam conflict. These potential higher costs suggest that at the national level, 
the U.S. government will need to sensitize the American public to the possible costs and risks of 
peacetime competition and wartime conflict with China. At the operational level, it will need to 
think differently about how it constructs and operates its forces to succeed in the environment 
foreshadowed by the Russia-Ukraine war. 
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1. IN WAR, THE MORAL IS TO PHYSICAL AS THREE IS TO ONE 

The failure of Russia to achieve the initial objectives of its 2022 invasion of Ukraine 
demonstrates how a smaller military can effectively resist a larger and better equipped adversary. 
Although many factors contributed to Ukraine’s roll back of the initial Russian offensive, one 
important factor was the Ukrainian forces’ greater willingness to fight.6 Indeed, the Ukrainian 
military’s performance since the 2022 invasion is in stark contrast to its response to the 2014 
annexation of Crimea in which Russian forces easily overwhelmed Ukrainian defenses. 

Similarly, Taiwan’s will to fight has also been identified as a critical factor in its ability 
to defend against a PRC attack.7 Unlike the PRC, Taiwan is a democracy where people can 
freely express their minds and it does not have the internal security apparatus to stifle public 
dissent that the Chinese Communist Party (CCP) maintains.8 But determining Taiwan’s or any 
population’s will to fight is difficult.9 Public opinion polls in Taiwan gauging the willingness of 
Taiwanese to fight range anywhere from 15 percent to 80 percent.10 Nevertheless, doubt remains 
about Taiwanese fortitude. According to Lung Yingtai, the former Taiwan Minister of Culture 
under the Kuomintang Party President Ma Ying-jeou administration, “it’s not that the common 
folk believe resisting China is futile but that Taiwan will always be within China’s immense 
gravitational pull and that pragmatism, even accommodation with China, might be preferable to 
war.”11 

One important factor affecting national will is attitudes towards the military. Taiwanese 
have traditionally viewed their military negatively.12 Attitudes on Taiwan are changing, however, 
as Russia’s invasion of Ukraine and PRC saber rattling have highlighted the potential for PRC 
aggression against Taiwan. Many Taiwanese of conscription age now express a willingness to join 
the military—if their service can be meaningful. Prior to 2024, Taiwanese conscripts served a four-
month tour that primarily involved administrative tasks and menial jobs.13 With the one-year 
service requirement, conscript training is now intended to be more relevant to combat operations.14 
Individual private citizens have also become more involved in preparing for their country’s defense 
by establishing organizations to teach emergency preparedness and firearm familiarity by 
attending gun ranges. 15  Nevertheless, these reforms have yet to demonstrate their intended 
effectiveness. Conscripts refer to themselves as “cannon fodder” and the Taiwan Ministry of 
National Defense has admitted that it has fallen behind training conscripts in the new system.16 

National will can be tested, however. A grinding war with heavy casualties and little or no 
progress can sap the will to fight, even if it was initially high.17 After more than two years of heavy 
fighting and a largely static frontline, Ukrainians under the age of 25 have yet to be drafted and 
even Russia has balked at conducting a second round of mobilization that would likely affect ethnic 
Russian populations in more politically sensitive urban areas.18 Taiwanese public support for the 
war could be further eroded if U.S. assistance were withheld or could not make it to the island.19 
On the other hand, national will could also be buoyed by early successes, such as how the 
Ukrainian victory over Russian air assault forces at Hostomel in the early hours of the Russian 
invasion boosted Ukrainian morale.  
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2. DEMOGRAPHICS IS NOT DESTINY 

Russia’s invasion of Ukraine has shown that demographic decline does not necessarily 
deter a determined invader. Since 1992, Russia’s population has dropped from 148.5 million to a 
little under 144 million in 2023, buoyed only by immigration.20 Despite demographic decline, 
Russian president Vladimir Putin has been able to sustain the war effort in the face of mounting 
casualties. Russia has sustained an estimated 790,000 casualties in its war against Ukraine and 
during some time periods was suffering losses of more than 1,000 personnel per day.21  

China is also in demographic decline with trend lines more serious than Russia’s. In 2024, 
China’s population decreased for a third year in a row by 1.39 million people to 1.408 billion 
people and is expected to shrink by 109 million by 2050.22 China’s shrinking population coupled 
with the effects of its now abandoned one-child policy have also called into question whether PRC 
citizens will be less supportive of a war in which their only children are expected to fight.  

Estimates of Russian causalities indicate that approximately 0.54 percent of Russia’s total 
population and approximately 2.2 percent of the militarily important age group of 20–40-year-olds 
have become casualties of the war since the February 2022 invasion. Moreover, although Russia’s 
birth rate of 1.4 births per woman is not as low as China’s birth rate of 1.18, this number indicates 
that, as in China, most Russian women give birth to just one child. 

A similar number of casualties would likely be less politically significant for China. A total 
of 790,000 casualties would constitute just 0.056 percent of China’s total population and 
approximately 0.19 percent of China’s 20-40-year-old population of 387 million.23 Although each 
individual loss would be tragic for the families involved, taken in aggregate, these losses may not 
have a meaningful impact on the ability of the CCP to sustain national support for a military 
campaign against Taiwan, especially given the intense CCP public messaging that would 
accompany a military campaign and the effectiveness of the its national security apparatus to quash 
public dissent.  

The Russian-Ukraine war has also demonstrated, however, that countries are not 
completely insensitive to casualties. President Putin has avoided a second mobilization like the 
one conducted in 2022 that sought 300,000 new recruits and has pledged that conscripts—poorly 
paid and trained personnel who serve a year of mandatory service—will not be sent into combat.24 
Instead, Russia has relied on recruits from Russia’s Far East and Siberia, as well as convicts, rather 
than the more politically sensitive cities of Moscow and St. Petersburg.25 Most notably, Russia has 
resorted to using North Korean troops to offset its losses.  

Demographics, however, can become a critical factor. Ukraine has the lowest birthrate in 
Europe with a mortality rate three times higher than its birthrate.26 Reflecting this, Ukraine did not 
lower its conscription age from 27 to 25 until 2024 and has resisted lowering the conscription age 
even further to 18 due to its demographic crisis.27 As one retired Australian military officer has 
commented, Ukraine’s perspective is “we understand we need young men to fight, but we also 
need young men to have kids.”28   



   
 

China Aerospace Studies Institute 
8 

3. QUANTITY HAS A QUALITY OF ITS OWN  

The Russia-Ukraine War reinforces the idea that conflicts usually take longer than their 
initiators expect, and frequently become protracted wars of attrition, even if one side possesses an 
initially larger force.29 Russia committed to its invasion of Ukraine believing that Ukrainian forces 
would quickly fold under its swift movement on key strategic locations, including the capital. 
Instead, more than three years later the Russia-Ukraine war has evolved from a fast paced and 
dynamic operation featuring dramatic shifts in territory to grinding positional warfare featuring 
intense, pitched battles for little or no territorial gain.  

Wars of attrition place greater emphasis on the size of a force as a war winning factor. The 
reemergence of force size as a war-winning factor suggests that militaries will improve their odds 
of winning by having the ability to inflict attrition through mass attacks on an adversary—both 
rapidly and over the long term. In attrition warfare, defenses often take precedence over offensive 
action and victory depends on the ability to inflict massive losses on an opponent. Maneuver 
warfare, on the other hand, can expose an attacking force to deadly defensive fires that inflict large 
numbers of casualties.30 At the strategic level, wars of attrition will be won by the ability to 
mobilize personnel, industrial capacity that can replace materiel losses, geographical depth to 
absorb defeats, and technologies that prevent rapid gains. In short, “in attritional wars, military 
operations are shaped by a state’s ability to replace losses and generate new formations, not tactical 
and operational maneuvers.”31  

Future wars of attrition may also involve precision strikes that could lead to a significant 
increase in battlefield losses for both sides. Drawing, in part, on the lessons of the Russia-Ukraine 
war, University of Pennsylvania professor Michael Horowitz argues that future wars will be 
characterized by “precise mass.” Horowitz argues that relying on either large numbers or precision 
to fight wars was once thought to be mutually exclusive. However, recent conflicts have shown 
that the use of large numbers of uncrewed systems has resulted in adversaries on both sides of a 
conflict being able to deploy large numbers of forces capable of conducting precision strikes and 
that this combination of both precision and mass lead to a significant increase in battlefield losses 
for both sides.32  

The recent scholarship on attrition warfare suggests that three factors could become 
militarily decisive in a protracted conflict between the United States and the PRC: the ability to 
deliver precision strikes against the entirety of a critical enemy system, the size of the respective 
forces, and the ability to replace losses. Once the global leader, the U.S. military can no longer 
assume it will have a decisive edge in precision strike. The PLA has also invested heavily in 
precision guided munitions, resulting in the world’s largest and most diverse inventory of ballistic 
missiles, long-range antiship missiles, and other precision munitions. In addition, uncrewed 
systems are playing an increasingly prominent role in how the PLA plans to fight future wars. In 
2020, the CCP ordered the PLA to accelerate its transition to become an “intelligentized” force 
focusing on artificial intelligence and uncrewed systems.33 Reflecting this, the PLA is developing 
a wide variety of highly capable uncrewed aerial vehicles (UAVs).34 
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The PLA is also a peer competitor of the U.S. military not only in quantity of personnel 
and weapon systems but also in technological sophistication. The United States has a large, 
professional, and modern military made up of 2.1 million active duty, reserve, and National Guard 
service members. The PLA is the world’s largest active-duty military with around two million 
personnel. Unlike the U.S. military, however, the PLA’s main focus is on Taiwan, just 100 miles 
from the PRC coast. The U.S. military’s global mission set, on the other hand, requires its forces 
to be deployed around the world to be able to respond to a variety of contingencies that may make 
them unavailable or at least not immediately available for a Taiwan conflict. As a result, even if 
its overall force is less capable than the U.S. military, the PLA may still be able to achieve a 
localized advantage over the U.S. military in the Western Pacific, and concentrate its forces at 
what is for the CCP, the decisive point. 

For the United States, the Joint Force may be challenged to provide war-winning mass in 
a fight with China, neither generating overwhelming force regionally, nor concentrating and 
replenishing its forces in combat. According to the now retired commander of Indo-Pacific 
Command, Admiral John Aquilino, the inability of the U.S. military to achieve numerical 
superiority over the PLA in the Western Pacific means that the U.S. military’s ability to deter and 
defeat the PLA is at “high risk” and “trending in the wrong direction” due to “delayed delivery of 
military construction, advanced capabilities, and resources to persistently project and maintain 
forces west of the International Date Line.”35  

A quick look at the numbers reveals how this may be possible. The U.S. Air Force, Navy, 
and Marine Corps maintain the world’s largest military aviation force with a combined total of 
approximately 5,200 fixed wing assets (not including UAVs and trainers).36 Around 2,200 of these 
aircraft are based in the Indo-Pacific region.37  

In comparison, the combined aviation assets of the PLA Air Force and Navy constitute the 
largest air force in the Indo-Pacific with 3,150 aircraft, of which 2,400 are combat aircraft that are 
“rapidly approaching” U.S. technology levels.38 Numerically, China has the largest navy in the 
world with more than 370 ships and submarines, including more than 140 major surface 
combatants. 39 The U.S. Navy, on the other hand, is numerically the second largest with 297 
deployable ships.40  

According to a series of war games conducted by the Center for Strategic and International 
Studies (CSIS) involving a Taiwan conflict, the size of the opposing forces and their ability to fire 
large numbers of munitions figured prominently in the outcome of the war. Even though the PRC 
was not able to successfully take Taiwan, the U.S. military lost an average of 283 aircraft and in 
its base scenario lost two aircraft carriers and between 7 and 20 other warships compared to the 
PLA losing 155 aircraft and 138 ships. 41  In order to achieve this victory, the U.S. military 
expended more than 5,000 missiles in three weeks of conflict and depleted its entire inventory of 
450 Long-range Anti-ship Missile (LRASM) within the first week of the war.42  

In such a scenario, the ability to reconstitute forces through industrial production will be 
key. But here China may also have an advantage. The PRC military industrial base has been 
described as being on a “war footing.”43 According to Admiral Aquilino, during his three years as 
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commander of Indo-Pacific Command, the PRC’s official defense budget increased by 16 percent 
and added over 400 fighter aircraft and more than 20 major surface combatants. It more than 
doubled its inventory of ballistic and cruise missiles and nuclear warheads and increased the 
number of satellites launched by 50 percent.44 PRC industrial capacity is especially telling in 
regard to shipbuilding. The U.S. Navy estimates that a single PRC shipyard has more capacity than 
all U.S. shipyards combined.45 According to then Under Secretary of Defense for Acquisition and 
Sustainment William LaPlante, China’s progress in fielding weapon systems is “really impressive” 
and adds that China has “developed . . . really good high-end capability in numbers. So, they’ve 
done the development, and the development has been pretty continuous and not just one thing.”46 

The U.S. defense industrial base, on the other hand, may not be able to match this 
production level. According to one 2017 analysis, “between 1946 and 1965, the Air Force 
deployed 15 different types of fighter and attack aircraft. By comparison, between 1966 and 1985 
it introduced only five new aircraft of these types. And in roughly the 30 years since, it has 
introduced only two new designs—the F-22 and F-35.”47  

Moreover, a study by CSIS found that it would take 8.4 years at surge production rates 
for the U.S. military to replace Major Defense Acquisition Program inventories that include 
platforms such as the F-35, F-22, and large surface combatants as well as weapons systems such 
as the Joint Air-to Surface Standoff Missile (JASSM), the AIM-120 Advanced Medium Range 
Air-to-Air Missile, and Sidewinder missiles.48 CSIS notes, for example, that it takes nearly two 
years to manufacture just one LRASM.49  
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4. THE WORLD IS FLAT 

The Russia-Ukraine War demonstrates the interconnectedness of the world’s military 
industrial complex and the challenges in making sanctions effective. Despite having an economy 
roughly equivalent to Canada’s, Russia has been able to maintain its warfighting capabilities by 
focusing its economy on supporting the war effort. 50  Reminiscent of what New York Times 
columnist Thomas Friedman described as the “flattening” of the Earth, an essential aspect of 
Russia’s ability to maintain its warfighting capacity has been its ability to defy international 
sanctions and maintain its military and military industry connections with the outside world.51 

International assistance has enabled Russia to establish an increasingly complex human 
and industrial supply chain to support its war effort. This is despite the imposition of more than 
16,500 international sanctions restricting the movement of imports and exports, people, 
organizations, and financial transactions as well as the departure of multinational corporations.52 
Buoyed by exports of oil to China and India, Russia has continued to access goods and services 
from abroad to maintain economic growth. In September 2024, Russia announced a 24 percent 
increase in defense spending, which accounts for 6.3 percent of its gross domestic product and 40 
percent of its government expenditures. 53  And while inflation runs high and unemployment 
remains low, its defense industry continues to produce the weapons and equipment necessary to 
prosecute the war.54 

Although sanctions have harmed the Russian economy, the United States and Europe have 
not been able to impose the type of isolation on Russia that has critically impaired its ability to 
wage war. Russia’s ability to continue the fight is in large part due to the assistance of China, North 
Korea, and Iran. Of these, China remains by far the largest supporter of Russia. In fact, PRC 
support to Russia is so key that NATO leaders have called China the “decisive enabler” of Russia 
in its war against Ukraine.55  

Despite wide-ranging sanctions, total trade between the PRC and Russia in 2024 reached 
$244.8 billion, up from $146.9 billion in 2021.56 Even though China’s exports to Russia have not 
involved complete weapons systems and ammunition, China has provided essential support to 
Russian defense industries.57 According to the then Director of National Intelligence Avril Haines, 
“China’s provision of dual use components and material to Russia’s defense industry is one of 
several factors that tilted the momentum on the battlefield in Ukraine in Moscow’s favor, while 
also accelerating a reconstitution of Russia’s military strength after their extraordinarily costly 
invasion.”58 

According to Haines, “China is supplying Russia with dual-use drone and rocket 
technology, satellite imagery and machine tools needed for its defense production.”59 In 2023, 
China supplied 90 percent of the microelectronics needed for the production of missiles, tanks, 
and aircraft and has supplied optics for tanks and turbojet engines for cruise missiles. China has 
also provided chemicals for the manufacture of ammunition and rocket fuel, and Chinese and 
Russian companies are jointly producing drones in Russia.60 The PRC company Spacety has been 
sanctioned for supplying satellite imagery to Russia.61 
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And China is not alone in its support to Russia. Most notably, 12,000 North Korean troops 
fought in the Kursk region for Russia62 and North Korea has also supplied weapons, including 
self-propelled guns and rocket systems, and millions of artillery rounds. 63  According to the 
Ukrainian military, 60 percent of artillery and mortar rounds and nearly a third of the ballistic 
missiles launched against Ukraine are of North Korean origin.64 

Iran is also assisting Russia. According to the Ukrainian military, by September 2024 
Russia had launched more than 8,000 Iranian Shahed drones against Ukraine.65 In 2022, Iran and 
Russia entered into an agreement to build a drone factory capable of producing 6,000 drones a 
year.66 The drone factory is emblematic of the “flattening” of the international arms industry 
supporting Russia. According to the Wall Street Journal, the factory manufactures Iranian drones 
built with Chinese optics, microelectronics, engines, and other dual-use components, and built by 
Africans who receive free airfare and accommodations and can earn three times their wage at 
home.67 

Although international support for the invasion has not been reflected in the United 
Nations—a February 2023 United Nations resolution calling for an end to the war and for Russia 
to pull its troops out of Ukraine received 141 votes in favor, seven votes against, and 32 
abstentions—more substantive support for Ukraine beyond that provided by the West has been 
inconsistent among countries in the Global South.68 

India, for example, who sees itself as the leader of the nonaligned movement, is a major 
purchaser of Russian oil and has pursued “a largely neutral stance…abstaining from most UN 
resolutions condemning Russia’s actions and emphasizing dialogue and diplomacy.” 69  South 
Africa has also claimed neutrality in the war and has hosted the 2023 BRICS summit, which Russia 
attended, and joined a joint naval exercise with Russia and China in February 2023.70 

The inability of the West to collapse the Russian economy and isolate its military raises 
questions about the challenges the United States will face in trying to both isolate China and to 
generate international support for Taiwan during a conflict. At nearly $18 trillion, China’s 
economy is around nine times larger than Russia’s, and with the capability to manufacture a wide-
range of technologies from basic components to high-end platforms and a forecasted capability to 
manufacture as much as America and all of its democratic allies combined, China will likely be 
far better insulated from international sanctions.71 

For example, China is the largest trading partner of the Association of Southeast Asian 
Nations countries, Africa, and South America72 and is the European Union’s second largest trading 
partner for goods.73 China’s trade relations and the economic leverage that it brings will likely 
give it numerous options to circumvent trade sanctions. Although oil imports will always be critical 
for China, its long land borders with Russia, Southeast Asia, and North Korea indicate that 
physically isolating China from the world economy would require a significant investment in 
physical and diplomatic resources. 

Isolating China economically would be further complicated by the likely inability to isolate 
China politically, not only because of its economic leverage but also because of the support it has 
received over its position on Taiwan, differing views of the Western-led international system in 
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the developing world, and international apathy. Taiwan’s political isolation set against the 
diplomatic and economic strength of the PRC suggest that the type of international support 
garnered for Ukraine will be more difficult in the Taiwan case. A major factor aiding the PRC will 
be the question of Taiwan sovereignty. With the notable exception of Russia, the international 
community appears to accept Ukrainian sovereignty. Taiwan, on the other hand, maintains official 
relations with just 12 small countries compared to the 183 countries that have official relations 
with the PRC.74 Moreover, China does not necessarily need to enlist international support for its 
actions against Taiwan. For countries uncomfortable with PRC actions but concerned about getting 
drawn into a war or fearful of retribution, acquiescence may seem like a safer option.75  

A series of workshops conducted by CSIS highlight the difficulty of isolating China. The 
workshops found that the United States is seen by some countries as contributing to escalating 
tensions over Taiwan and some countries share PRC-fueled concerns over the creation of a NATO-
like alliance system in Asia. Moreover, some countries base their positions on Taiwan on economic 
interests instead of democratic values, suggesting that economic ties with the PRC may outweigh 
other considerations.76  

In this regard, Southeast Asian countries’ attitudes toward the Russian invasion of Ukraine 
may be instructive. According to one study, Southeast Asian countries “are less willing to act as 
proxies for great power conflict than they did during the Cold War and more willing to take 
positions on foreign and security affairs that run counter to great-power priorities.”77 Statements 
by the leaders of Cambodia, Indonesia, Laos, Malaysia, Myanmar, and Thailand, for example, “are 
either ambiguous about or oppositional to Western narratives of Russian aggression” and instead 
focus “on the need for a negotiated outcome to the war that recognizes both Russia’s and Ukraine’s 
national security interests.” 78  Moreover, ambiguity and opposition to Western narratives is 
reflected at the grassroots level by apathy. Majorities or large percentages of the public in Thailand, 
Malaysia, Singapore, and Indonesia believe that the war in Ukraine “is not their business and that 
their states should not interfere.”79 
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5. HOW I STOPPED WORRYING AND LEARNED TO LOVE THE BOMB 

The Russia-Ukraine War has demonstrated that nuclear messaging, once thought a relic of 
the Cold War, has returned to superpower politics. Since its invasion of Ukraine in 2022, Russia 
has resorted to nuclear saber rattling on multiple occasions. In late summer to fall 2022, the United 
States picked up intelligence that Russia was discussing the use of tactical nuclear weapons after 
Ukrainian forces began pushing the Russian military out of the strategically important city of 
Kherson.80 More recently in May 2024, the Russian military rehearsed deploying tactical nuclear 
weapons after French President Emmanuel Macron stated that he did not rule out sending Western 
troops to Ukraine.81 These incidents suggest that Russian performance on the battlefield puts the 
United States in a quandary: Russia is less likely to use nuclear weapons the better it does on the 
battlefield. Conversely, the threat of Russian nuclear weapons may increase when the Russian 
military does poorly.82  

Just as Russia’s failure on the battlefield may increase the likelihood of nuclear threats, the 
U.S. Defense Department has assessed that “Beijing probably would also consider nuclear use to 
restore deterrence if a conventional military defeat in Taiwan gravely threatened CCP regime 
survival.”83 For decades, China maintained a small nuclear arsenal and it continues to profess a no 
first use policy in which it has unilaterally pledged that it will not be the first to use a nuclear 
weapon in a conflict.84 Recent PRC actions, however, have generated concern over whether it is 
changing to a more offensive nuclear doctrine as it vastly increases both the size and quality of its 
nuclear arsenal.  

In 2024, the Defense Department reported that China increased its nuclear warhead 
stockpile to more than 600 warheads—up from the low 200s reported in 2020—and estimates that 
China will likely increase its nuclear missile arsenal to more than 1,000 warheads by 2030.85 China 
is also seeking low-yield nuclear precision strike missiles that could give it more flexibility in 
tailoring nuclear threats to specific circumstances and the PLA’s DF-26 intermediate range 
ballistic missile, capable of carrying both nuclear and conventional warheads, raises the possibility 
that nuclear weapons could be used against targets in the Pacific.86 In July 2024, China announced 
that it halted nuclear arms discussions with the United States to protest U.S. arms sales to Taiwan.87  

PLA officials have made nuclear threats in the past. In 2005, Major General Zhu Chenghu, 
then dean of the PLA’s National Defense University, stated that the PRC government was “under 
internal pressure to change its ‘no first use’ policy and to make clear that it would employ the most 
powerful weapons at its disposal to defend its claim over Taiwan.”88 According to Major General 
Zhu, “If the Americans draw their missiles and position-guided ammunition on to the target zone 
on China’s territory, I think we have to respond with nuclear weapons.”89  

The war in Ukraine has also shown that the mere possession of nuclear weapons by an 
adversary can influence U.S. policy, even without an explicit threat. Ukrainian requests for support 
have been denied or delayed due to concerns of crossing Russian red lines, only to be approved 
after Russia failed to carry through on threats.90 U.S. support to Taiwan has been similarly limited 
due to U.S. policy towards the PRC and Taiwan. Although U.S. military support for Taiwan in the 
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form of arms sales has been increasing in recent years, the United States does not maintain official 
relations with Taiwan and does not engage in the types of military-to-military activities that it 
conducts with other militaries, such as joint exercises. The Ukrainian experience suggests that U.S. 
military options in a Taiwan conflict could also be restricted by concerns that certain types of 
activities could cross PRC nuclear redlines. These PRC nuclear redlines could effectively deter 
U.S. deployments to certain locations and keep it from striking certain targets that would be viewed 
as too provocative by the PRC. 
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6. AMATEURS TALK STRATEGY, PROFESSIONALS TALK LOGISTICS 

The Russian invasion of Ukraine revealed severe deficiencies with the Russian military’s 
logistics system. The Russian military planned for a quick victory but its military, lacking 
sufficient staffing and equipment, was not set up for sustained operations.91 The Russian military 
lacked sufficient truck transportation, for example, which became more of a problem the farther 
its forces operated from railheads. According to CNA, these deficiencies, coupled with the 
complexity of the operation, caused “severe shortages of food, fuel, ammunition, and other 
resources” for the Russian military.92 

Deficiencies in Russian logistics were exacerbated by Ukrainian resistance. As Russian 
forces penetrated deeper into Ukrainian territory, its supply lines became more exposed to 
Ukrainian attack. Although Russia’s retreat later in 2022 shortened supply lines, the Ukrainian 
deployment of long-range artillery like the M142 High Mobility Artillery Rocket Systems with its 
300 kilometer range and precision fires capability exposed Russian logistics hubs to indirect fire 
and forced the Russian military to move depots even farther to the rear.93 Despite these initial 
challenges, the Russian military has adapted its operations to become more sustainable, aided by 
its logistics tail into Russian territory and a static frontline.94 

A conflict over Taiwan would present even greater logistical challenges for the United 
States and Taiwan. Unlike Ukraine, Taiwan is an island that could be enveloped by an air and sea 
blockade intended to isolate it from outside support. Indeed, PLA forces have exercised encircling 
Taiwan.95 PLA exercises in May 2024, for example, were described by the PLA as “a strong 
punishment for the separatist acts of Taiwan independence forces and a serious warning against 
interference and provocation by external forces.”96 

Whereas Ukraine receives 90 percent of its military aid by road and rail from the relatively 
safety of logistics hubs in Poland, Taiwan would likely not have the luxury of unimpeded 
resupply.97 Aircraft and ships trying to run a blockade would risk interception and possible shoot 
down or sinking, likely making commercial carriers reluctant to participate in resupply missions. 
In the event of war, it is also likely that airports and ports would be struck, further hindering the 
capacity of Taiwan to offload and distribute supplies. Moreover, military resupply would be 
furthered limited by the necessity to bring in goods for civilian needs. Of these, energy supplies 
would be critical. Taiwan, for example, imports most of its energy and according to a CSIS report, 
Taiwan has just a 10-day reserve of natural gas, a 7-week reserve of coal, and a 20-week reserve 
of oil.98  

U.S. logistics would also be challenged by the extreme distances involved in transporting 
supplies across the Pacific Ocean.99 Taiwan is nearly 7,000 miles from the continental United 
States. Even Guam, a U.S. hub for military operations, is 6,000 miles from the continental United 
States while Japan is more than 5,500 miles away. Longer distances require more forces dedicated 
to support roles and require US forces to be out of action for longer periods of time as they travel 
to and from resupply points and maintenance facilities.100 
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Added to this combination of challenges is the likelihood that the PLA will target U.S. 
logistics centers during a Taiwan contingency. During a war game conducted by the Center for 
New American Security, PRC air and missile strikes against U.S. bases in the Pacific critically 
delayed the flow of forces to the region and degraded operations.101  

The likelihood that the PLA would target the U.S. logistics system means that U.S. military 
supply depots will have to be dispersed across a limited number of islands or stored on ships. 
Unlike Russia, which could move their supply depots closer to the Russian/Ukrainian border or 
into Russian territory, depots on islands have limited mobility, exposing them to attack. While 
ships can move, they can also be sunk. The limited number of options for depots also affects basing 
that limits the ability of tankers to refuel fighter and strike aircraft. 

Finally, the size and complexity of supporting an operation the size needed for a Taiwan 
contingency would stress any military. One U.S. Army officer points out that Army operations in 
the Southwest Pacific during World War II were supported by a fleet of nearly 130,000 small ships 
to supply its forces.102 Although that large of fleet is not needed for a Taiwan conflict, the U.S. 
military and sealift capacity is likely insufficient to meet the needs of a prolonged conflict. The 
U.S. Navy’s Military Sealift Command has just “125 civilian-crewed ships that replenish U.S. 
Navy ships, conduct specialized missions, strategically preposition combat cargo at sea around the 
world and move military cargo and supplies used by deployed U.S. forces and coalition 
partners.”103 Moreover, the U.S. Merchant Marine fleet, an important element for transporting 
supplies during World War II, has shrunk from nearly 3,000 ships over 1,000 deadweight tons in 
1960 to just 185 today.104 
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7. RISE OF THE MACHINES 

One of the hallmark features of the Russia-Ukraine war has been the use of uncrewed 
systems. Videos of drones descending to attack vehicles and individual personnel are ubiquitous 
on social media while uncrewed surface vessels have helped Ukraine sink as many as 11 Russian 
naval vessels.105 UAVs have also featured prominently in Russian targeting of Ukrainian civilians 
and the Ukrainian power grid. In one August 2024 attack, Russia launched around 100 missiles 
and a comparable number of UAVs against Ukraine’s energy infrastructure.106 Moreover, the June 
2025 Ukrainian drone attacks launched from shipping containers against Russian strategic 
bombers at multiple Russian air bases demonstrated the strategic effectiveness of employing these 
inexpensive weapons against expensive military targets.107 

Eric Schmidt, the former chief executive of Google, has called Ukraine “the best laboratory 
in the world on drones.” 108  According to a Council on Foreign Relations (CFR) report, the 
Ukrainian conflict “has demonstrated the battlefield advantages of drones, which have become 
smaller, more lethal, easier to operate, and available to almost anyone.”109 Although the UAVs 
used in Ukraine come in a variety of sizes, ranges and capabilities, the vast majority are small 
quadcopter drones made popular by the PRC company DJI. The use of easy to operate inexpensive 
drones has led to an emphasis on fielding attritable capabilities that can be easily replaced rather 
than higher end drones that offer better capabilities. According to a 2023 estimate by the British 
Royal United Services Institute, Ukraine was losing 10,000 UAVs per month.110 Signifying the 
importance of drone warfare, Ukrainian President Volodymyr Zelenskyy in 2023 announced a goal 
of building one million drones in 2024 and announced the establishment of the Unmanned Systems 
Force as a new branch of the Ukrainian military in February 2024.111  

While videos of drones taking out Russian vehicles and personnel are ubiquitous, the most 
common use of uncrewed systems on the Ukrainian battlefield is for intelligence, surveillance, and 
reconnaissance (ISR). 112 According to the CFR report, uncrewed systems have shortened the 
sensor-to-shooter kill chain and have improved the ability “to reconnoiter the forward edge of the 
battlefield” while reducing the exposure of troops to enemy fire.113  

A potential conflict between the United States, China, and Taiwan could potentially 
accelerate and deepen the use of uncrewed systems. The United States, Taiwan, and the PRC are 
all working to increase the use of uncrewed systems, driven by the long distances involved in a 
war in the Pacific and the numerical imbalance of forces between the U.S. military and Taiwan 
and the larger PLA. The involvement of the world’s top two artificial intelligence innovators—the 
United States and China—in a conflict also suggests that increasingly sophisticated autonomous 
systems with the ability to independently maneuver to attack the adversary will become more 
prevalent. And while the conflict in Ukraine has seen the widespread use of small quadcopters, the 
longer distances the United States needs to travel to engage PRC forces means that larger uncrewed 
systems will be more suitable for a Taiwan conflict.114 

Reflecting the importance of uncrewed systems, the United States announced in 2023 that 
the military would acquire thousands of attritable autonomous systems by 2025 that would enable 
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it to deploy thousands of UAVs, uncrewed surface vessels and uncrewed underwater vessels 
around Taiwan in a strategy called “Hellscape” that is intended to make the PLA “utterly 
miserable.”115  

Taiwan has also increased its emphasis on acquiring uncrewed systems through its “Drone 
National Team” program that established the goal of acquiring thousands of drones ranging in size 
from under two kilograms to large reconnaissance aircraft.116 According to the Taiwan Ministry 
of National Defense’s National Defense Report, 700 military grade UAVs will be built between 
2022-2028 and more than 7,000 commercial grade UAVs will be built between 2024-2028.117  

The PLA is also emphasizing uncrewed systems and is moving in the direction of what it 
calls “intelligentized warfare” emphasizing autonomous systems.118 According to the Defense 
Department, the PLA has a “comprehensive modernization effort highlighted by the routine 
appearance of increasingly sophisticated [uncrewed] systems across theater and echelon levels.”119 
The Defense Department also assesses that the PLA “considers unmanned systems to be critical 
intelligentized technology, and is pursuing greater autonomy for unmanned aerial, surface, and 
underwater vehicles to enable manned and unmanned teaming, swarm attacks, optimized logistic 
support, and distributed ISR, among other capabilities.” 120  In 2024 it was reported that a 
representative of a prominent PRC defense contractor, Poly Technologies, stated that the company 
had a contract to provide nearly one million drones to the PRC government by 2026.121 
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8. ONE SMALL STEP… 

Russia’s war on Ukraine has been called the “first commercial space war.”122 The satellite 
internet constellation Starlink has proved to be a game changing capability for Ukraine that has 
been called the “essential backbone” for Ukraine’s military communication network.123 Prior to 
the start of the invasion of Ukraine, Russian computer network attacks against satellite 
communications provider Viasat resulted in widespread internet blackouts in Ukraine and impaired 
the communications capabilities of the Ukrainian government and military.124 After an online 
request from the Ukrainian government via Twitter, Starlink founder Elon Musk agreed to support 
Ukraine and within a week provided Ukraine with 500 Starlink terminals.125  

Ukraine now operates 42,000 Starlink terminals for a variety of applications and they are 
so fundamental to Ukraine that it has been called the “blood” of Ukraine’s communication 
infrastructure.126 Starlink enables portable communications between units and is used to connect 
drone feeds to command posts and drone teams to artillery units.127 Starlink allows commanders 
to communicate with troops in group chats to maintain better situational awareness and enables 
apps that compute targeting information for artillery strikes.128 

One important feature of Starlink has been its resiliency against Russian attack. Starlink 
terminals in Ukraine were initially jammed for “hours at a time” but the company’s engineers were 
able to quickly update the system’s software to recover from attacks with what one Defense 
Department official called “eye watering” speed. 129  Starlink’s built-in features also inhibit 
interference. Starlink satellites broadcast in the narrow beam of the Ku and Ka bands and its use 
of small antennas means that jammers need to be in visual range of the antenna to be effective.130 

More recently, however, Starlink has been more susceptible to Russian jamming. 
According to one Ukrainian soldier speaking in 2024, Ukraine was “losing the electronic warfare 
fight” with Russia.131 According to the New York Times, the success of Russian hacking “raise(s) 
broader questions about Starlink’s reliability against a technically sophisticated adversary.”132 

The use of proliferated low Earth orbit constellations like Starlink by the United States, 
China, and Taiwan suggests that a future conflict involving all three will be, in part, characterized 
by space systems whose numbers, low cost, and technological sophistication will make them 
resistant to attack. These factors will inhibit one party from easily defeating the command-and-
control capabilities of the other and enable persistent communications and intelligence, 
surveillance, and reconnaissance capabilities that will make the battlefield more transparent and 
facilitate the targeting of the adversary.  

In August 2024, the PRC company Shanghai Spacecom Satellite Technology launched the 
first 18 satellites of a planned 14,000 satellite constellation called Qianfan.133 Another company, 
Shanghai Landspace Hongqing Technology Co, Ltd. is reportedly planning a constellation of 
10,000 satellites.134 China has also planned another megaconstellation called SatNet that envisions 
a 13,000 satellite constellation.135  



   
 

China Aerospace Studies Institute 
21 

Taiwan, for its part, has looked to international satellite communication providers. In 2023, 
the Taiwan government signed an agreement with the Luxembourg company SES for satellite 
services and ground infrastructure while Chunghwa Telecom, the largest integrated 
telecommunications service provider in Taiwan, signed an agreement with London-based Eutelsat 
OneWeb.136 Taiwan also intends to launch its own constellation of communication satellites made 
up of 120 to 150 satellites.137 
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9. SUPERIORITY, COMPLEX 

For decades, U.S. military operations have been predicated on air supremacy. The inability 
to achieve air superiority by either side is one important factor that has led to the relative stalemate 
of the war. 138 The ineffective use of the Russian air force coupled with the effective use of 
multilayered ground air defense systems by Ukraine has negated the numerical and technical 
advantage of the Russian military in aircraft. According to one analysis, the Russia-Ukraine war 
“underscores that in the missile era, ground-based air defense, employed effectively by a maneuver 
force using mission command and a strong will to fight, can have decisive effects on an overall 
campaign against a numerically superior force.”139 

At the beginning of the war, Russia had more than ten times the number of combat aircraft 
than Ukraine and deployed 350 of them in operations against Ukraine.140 In contrast, Ukraine had 
just 120 combat aircraft at the start of the war and only a third of them were mission capable.141 
Ukraine, however, has been able to deny the much larger Russian air force air superiority by 
employing a strategy of “volumetric defense.” Volumetric defense involves employing a defense 
in depth that is both vertical and horizontal, consisting of overlapping air defense systems that 
integrates effects from low to high altitudes.142 According to Maximilian Bremer and Kelly Grieco, 
“volumetric defense aims to push the attacking air forces outside their combat effective ranges, 
both laterally and vertically.143  

In carrying out volumetric defense, the Ukrainian military has employed a mix of long-
range, medium-range, and short-range mobile surface-to-air missile systems using dispersion and 
“shoot and scoot” tactics involving firing missiles and then rapidly moving to a new location.144 
The result is that the Russian air force has curtailed operations over Ukrainian-controlled territory, 
relying instead on standoff strikes launched from behind the front lines.145  

The PLA can also deploy a multi-faceted integrated air defense system (IADS) capable of 
countering a wide range of threats. According to the Defense Department, “the PRC has a robust 
and redundant IADS architecture over land areas and within 300 nm (556 km) of its coast that 
relies on an extensive early warning radar network, fighter aircraft, and a variety of SAM 
systems.”146 PLA air defense will also be aided by having both the largest air force in the Indo-
Pacific and the close proximity of Taiwan to China. The U.S. military, on the hand, will need to 
travel hundreds of miles to reach Taiwan, placing a premium on employing and protecting valuable 
tanker aircraft. As a result, the PLA will likely be able to generate more fighter sorties for longer 
periods of time in areas around Taiwan than the U.S. military. 

The PLA can also employ a mix of domestic and Russian air defense systems that include 
the SA-21 (S-400) that can engage targets up to 400 km away, the SA-20 (S-300) with a range up 
to 150 km, and the domestically produced HQ-9 with a range of 200 km.147 The PLA is also 
researching converting the DF-17 ballistic missile with a range of up to 2,500 km into an air 
defense missile.148 The PLA also operates radars and air defense weapons on outposts in the South 
China Sea, further extending the range of its IADS.”149 In addition, PLA Navy vessels with their 
increasingly capable air defense systems would be expected to contribute to the PLA IADS in 
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terms of both extending its maritime range as well as contributing to its sensor network. PLA Army 
units can also field a range of air defense systems against low and slow threats. These include self-
propelled air defense artillery systems, gun air defense artillery, man-portable air defense systems, 
and electronic warfare systems.150  
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10. CYBERSECURITY IS MUCH MORE THAN A MATTER OF IT 

Cyber warfare has often been described as a decisive component of future conflicts.151 The 
large number of attack surfaces, the ability to preposition malware in advance of a conflict, and 
the increasing reliance of weapon systems, information systems, and civilian infrastructure on 
software suggest that cyber-attacks during a conflict could be widespread and catastrophic.152  

Russia has employed advanced cyber capabilities against Ukraine in a manner that has been 
both disruptive and destructive.153 The “NotPetya” attack in 2017, for example, has been described 
as the “most devastating cyber attack in history.”154 That Russian attack affected a variety of 
targets, including at least four hospitals, six power companies, two airports, and more than 22 
banks in Ukraine alone.  

But the damage was not limited to Ukraine. According to Wired, the malware “crippled 
multinational companies including Maersk, pharmaceutical giant Merck, FedEx’s European 
subsidiary TNT Express, French construction company Saint-Gobain, food producer Mondelēz, 
and manufacturer Reckitt Benckiser. In each case, it inflicted nine-figure costs.”155 Altogether, 
the attacked caused an estimated $10 billion in damages.156 

Possibly the highest profile Russian attack was against Ukraine’s satellite communications 
provider, the U.S. company Viasat. That attack, codenamed AcidRain, erased modems and routers 
and disabled communications for thousands of customers in Ukraine and other European countries, 
forcing the company to send 30,000 replacement modems to customers to recover operations.157 
The attack also spurred the Ukrainian government to reach out to Elon Musk to request the use of 
Starlink. Other attacks resulted in dozens of Ukrainian government websites being controlled by 
Russian hackers and the disabling of the websites of the Ukrainian banks Privatbank and 
Oschadbank.158 

Despite the theorized potential of cyber warfare and widespread cyber attacks against 
Ukraine, Russian cyber operations conducted in support of the 2022 invasion have had limited 
battlefield and strategic effects. Multiple analyses attribute the relative ineffectiveness of Russian 
cyberattacks against Ukraine since 2022 to a variety of reasons. The focus of the Russian military 
on cyber espionage and subversion rather than warfighting could have limited the ability of cyber 
operations to meaningfully contribute to kinetic operations. The poor performance of the Russian 
military in its kinetic operations, on the other hand, may have also prevented it from capitalizing 
on any opportunities created by cyber operations.159 

A major factor limiting the effectiveness of Russian cyber attacks since 2022 appears to be 
the improved state of Ukrainian cyber defenses, made more effective by international assistance.160 
In December 2021, the United States sent a team of military personnel from the Cyber Command’s 
Cyber National Mission Force to assist Ukraine in improving its cyber defenses.161 American 
technology providers Microsoft, Amazon, Cloudflare, and Google also played a vital role in 
defending Ukraine from Russian cyber attacks. Microsoft migrated critical Ukrainian data and 
services to the cloud where they were hosted in data centers across Europe, ensuring Ukrainian 
government network resiliency in the face of the Russian assault.162 Amazon Web Services backed 
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up critical data into suitcase-sized hard drives and Cloudflare and Google provided their 
cybersecurity expertise to help defend Ukrainian networks.163 

While a combined multinational public-private effort has largely secured Ukrainian 
networks from the most devastating cyber attacks, the ability of the United States to protect itself 
from PRC attacks appears to remain in doubt. According to the Defense Department, the PLA 
seeks to use its cyber capabilities to collect intelligence and, in conjunction with kinetic attacks, to 
degrade an adversary’s warfighting, government, and commercial capabilities and civilian and 
defense critical infrastructure.164 In addition, the U.S. intelligence community assesses that “the 
PRC remains the most active and persistent cyber threat to U.S. government, private-sector, and 
critical infrastructure networks.”165 Moreover, it has “demonstrated the ability to compromise U.S. 
infrastructure through formidable cyber capabilities that it could employ during a conflict with the 
United States.”166  

The most prominent recent PRC cyber attack against the United States has been the 
advanced persistent threat known as “Volt Typhoon” that has compromised information 
technology systems in communications, energy, transportation, water, and wastewater systems in 
the United States and its territories, including Guam.167 According to the Defense Department, the 
PRC likely intends to exploit intrusions like Volt Typhoon “to enable disruption or destruction of 
critical services in the event of increased geopolitical tensions or military conflict with the United 
States and its allies.”168 According to the U.S. intelligence community, “such strikes would be 
designed to deter U.S. military action by impeding U.S. decision-making, inducing societal panic, 
and interfering with the deployment of U.S. forces.”169 According to the Defense Department, the 
effects of such attacks could last for days or weeks.170 
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CONCLUSIONS 

The ten takeaways illustrated here present a complicated picture of the challenges the 
United States may face in a potential conflict over Taiwan. Although specific recommendations 
for each of the ten takeaways is beyond the scope of this paper, together, they present a multi-
faceted picture of the challenges the United States may face in a potential conflict over Taiwan. 
These challenges range from the geopolitical to the operational, and from the technological and 
industrial to the societal. Each presents unique challenges. Nevertheless, these takeaways do pose 
some broader implications. 

WAR CAN BE BOTH INTENSE AND PROTRACTED 

The overarching takeaway from the Russia-Ukraine war is that war can be both intense and 
protracted. The rise of China as a peer competitor raises the possibility that a protracted war of 
attrition could occur in a Taiwan conflict.171 According to Hal Brands and Michael Beckley, “most 
great-power wars since the Industrial Revolution have lasted longer than expected, because 
modern states have the resources to fight on even when they suffer heavy losses.”172 Wars between 
great powers can also become protracted because “the future of the international system is at issue,” 
making “the price of defeat…prohibitive.”173 

When applied to a Taiwan scenario, the failure of an initial attempt to take Taiwan might 
become an existential threat to the rule of the CCP, which has called Taiwan “the core of China’s 
core interests” and has closely associated its political legitimacy with taking control of Taiwan.174 
Similarly, the United States could also become committed to fighting a protracted war if the 
conflict became associated with maintaining the U.S.’s role as the sole superpower and in 
preserving its national interests in Asia.175  

Findings from this report suggest that three factors could lead to a conflict with China 
becoming protracted: the rise of defensive capabilities, national will, and the potential for the war 
to become a proxy war. 

The rise of the defense 

One important factor contributing to the intense and protracted nature of the Russia-
Ukraine war has been the rise of the defense. U.S. operations since the end of the Cold War have 
emphasized rapid offensive maneuver. The Russia-Ukraine war, on the other hand, demonstrates 
that combat between two more evenly matched competitors can give renewed prominence to 
defensive operations. The rise of the defense has been demonstrated in multiple ways by the 
Russia-Ukraine war and is reflected in three of the topics presented in this report: air power, cyber, 
and space. 

Air power 

The limitations placed on air power in the Russia-Ukraine war by volumetric air defenses 
strike at the heart of U.S. military superiority. The more sophisticated and elaborate IADS in the 
PLA arsenal suggests that the contest for the air domain in a U.S.-China conflict will be even more 
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intense than in the Russia-Ukraine war. According to now retired U.S. Air Force Lieutenant 
General S. Clinton Hinote, volumetric air defenses could make achieving air superiority “much 
more challenging” in a China conflict scenario to the extent that trying to achieve perpetual air 
dominance is no longer a viable strategy. According to this thinking, the U.S. military will not be 
able to achieve air dominance in a China conflict scenario like it did in the 1991 Gulf War and the 
wars in Iraq and Afghanistan.176 Moreover, the PLA’s large and sophisticated IADS suggests that 
conducting the number of strikes necessary to appreciably degrade PLA air defenses could 
unacceptably limit the availability of aircraft to strike other targets, such as those belonging to the 
PLA Army, Navy, and Rocket Force. As a result, the U.S. military will likely not be able to 
suppress PLA IADS to the extent necessary to achieve air superiority. 

The PLA’s robust air defense means that the air battle in a Taiwan conflict could be fluid 
and contested with neither side achieving clear superiority or one side achieving air superiority 
only to lose it or relinquish it according to mission requirements. According to Hinote, the air 
defense threats posed by the PLA will require new thinking about how the U.S. Air Force will 
penetrate into contested areas in order to achieve air superiority. 177 This new thinking could 
include seeking to exploit windows of short-term superiority to achieve specific effects for the 
Joint Force according to time or geography instead of trying to maintain prolonged superiority.178 

Cyber 

The prominence of defensive operations has also been demonstrated in the cyber domain. 
The limited effect of Russian cyber attacks since the 2022 invasion goes against the conventional 
wisdom of their destructiveness. Similar to the lessons learned about the use of air power, cyber 
defenses, when used properly, can have an instrumental effect on degrading the effectiveness of 
offensive cyber operations. Unfortunately, the continued activity of advanced persistent threats 
like Volt Typhoon suggest that the United States remains critically vulnerable to the PRC cyber 
threat and that the protection afforded to Ukraine may be more difficult to achieve in the U.S. case.  

Space 

Defense may also be gaining an advantage in outer space, a domain traditionally considered 
to be offense dominant. Starlink has demonstrated that proliferated low Earth orbit systems with 
their thousands of satellites can provide the resilience necessary to deny an adversary the advantage 
of counterspace operations when accompanied by effective cyber and electronic warfare defenses. 
The satellite system continues to be the backbone of the Ukrainian communication infrastructure 
despite recent Russian advances in electronic warfare.179 

National will 

A second factor contributing to the protracted nature of the Russia-Ukraine war has been 
the importance of national will for both countries. Russia has been able to maintain national will 
despite casualties not seen since its involvement in World War II. Despite suffering 790,000 killed 
and wounded, Russia is now fielding more troops on the battlefield than it did at the outset of the 
2022 invasion.180 The Russia-Ukraine war has also demonstrated how an outnumbered but well-
armed and motivated Ukrainian military and population has been instrumental in mounting an 
effective defense.  
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Major wars can become proxy wars 

A third factor contributing to the protracted nature of the Russia-Ukraine war is the 
importance of international support in sustaining both countries’ war efforts. Total international 
support for Ukraine since the 2022 invasion has been estimated to be approximately $304 billion 
as of December 2024 in the form of military, financial, and humanitarian aid.181 Similarly, Russia 
would likely not have been able to sustain three years of brutal attrition warfare without the support 
of China, Iran, and North Korea. 

One outcome of the international support for Russia is a deepening of relationships between 
authoritarian governments that could be used against the United States and its allies and partners 
in other conflicts. While the United States for decades has used its system of alliances and 
partnerships to achieve its military and diplomatic goals, China, Russia, Iran, and North Korea 
have been more isolated in their approach to world affairs and military ambition. This isolation 
appears to be changing, however. A more united or coordinated approach by China, Russia, Iran, 
and North Korea to countering the United States would complicate U.S. actions during a conflict 
with China. Such actions could entail support in the form of direct involvement in the conflict, 
diversionary wars, arms transfers, and economic and diplomatic support.  

Recent military cooperation between Russia and China in the Pacific, for example, could 
portend the involvement of Russia in a conflict between the United States and China. In 2024, 
Russia and China conducted bomber patrols near Alaska and Guam. The bomber patrol near Guam 
for the first time included nuclear-capable PLA Air Force H-6N bombers. In addition, Russia and 
China conducted their first joint coast guard patrol, two naval patrols, and three naval exercises in 
2024, indicating a deepening level of engagement between Russia and China in the western 
Pacific.182 

Russia could also threaten or start a war in Europe to divert U.S. and allied forces away 
from the Indo-Pacific. According to NATO Secretary General Mark Rutte, “if Xi Jinping would 
attack Taiwan, he would first make sure that he makes a call to his very junior partner in all of this, 
Vladimir Vladimirovich Putin, residing in Moscow, and telling him, ‘Hey, I’m going to do this, 
and I need you to keep them busy in Europe by attacking NATO territory.’ That is most likely the 
way this will progress.”183 

Russia’s relationship with North Korea has also deepened. In June 2024, Russia and North 
Korea signed a mutual defense treaty after which North Korea sent 12,000 troops as well as large 
amounts of weapons and ammunition to support Russia.184 Similarly, North Korea could exploit a 
U.S.-China conflict to extract economic or technological aid from the PRC in return for North 
Korean support, such as infantry or missile forces. The Russian-North Korean defense treaty in 
addition to the defense treaty between China and North Korea signed in 1961 could also provide 
new confidence to Pyongyang in its dealings with the United States and South Korea and suggests 
that a conflict on the Korean peninsula could escalate to a wider war involving four nuclear armed 
powers. 
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NEW TECHNOLOGIES: EVOLUTIONARY OR REVOLUTIONARY? 

A second broad takeaway from the findings of this report is that, much like World War I, 
the Russia-Ukraine war is a proving ground for new technologies, yet the realization of their full 
potential appears to be uneven. Uncrewed systems, for example, remain a hallmark of the Russia-
Ukraine war but according to a report by the Center for New American Security, their use has not 
brought about a revolutionary change on the battlefield. Instead, the main application of UAVs has 
been as ISR platforms.185  

Nevertheless, the use of strike UAVs is becoming more prominent and strategic. According 
to the Ukrainian military, 19 of the 31 Abrams tanks provided by the United States have been 
destroyed, disabled or captured, with some attacked by UAVs.186 In comparison, no Abrams were 
destroyed by enemy action during the 1991 Gulf War.187 Russian one way attack UAVs guided by 
fiber optic cables instead of by radio also reportedly played an important role in denying logistics 
to Ukrainian forces during Russia’s operation to retake the Kursk region.188  

Uncrewed systems have also had a strategic effect. Attacks against the Russian navy by 
Ukrainian uncrewed boats have forced Russia to withdraw its ships from Crimea, have deterred 
amphibious assault on Odessa, and have effectively neutralized Russia’s Black Sea fleet.189 Most 
strikingly, in June 2025, Ukraine conducted attacks against Russian airbases, some thousands of 
kilometers from the Ukrainian border, using UAVs smuggled in from Ukraine. The attack resulted 
in at least 13 bombers being destroyed and could potentially impair Russia’s ability to carry out 
long-range missile attacks against Ukraine.190  

The use of space has also exceeded expectations. The Russia-Ukraine war shows that 
commercial space companies can provide countries access to space-based capabilities that were 
once the province of the major space powers. Although this study has focused on the importance 
of Starlink to maintaining Ukrainian communications, the use of space for intelligence, 
surveillance, and reconnaissance has also closed a gap in Ukrainian capabilities.191 The launch of 
a similar Starlink-type system by the PRC, however, indicates that the one-sided advantage 
brought about by Starlink may become less impactful over time. Moreover, the significant 
attention paid to counterspace capabilities by the PLA suggests that a U.S.-China conflict could 
see large scale and less discriminate use of counterspace capabilities despite the existence of 
Starlink-type constellations, which could potentially degrade mission critical space-based 
capabilities.192 

DON’T FORGET OLD LESSONS 

While the Russia-Ukraine war has offered new lessons for future wars, a third broad 
takeaway is that warfare can remain constant in many ways and that old lessons may need to be 
relearned. 

Logistics 

While weapons systems grab headlines, logistics remains a key feature of successful 
campaigns despite the efficiency brought about by precision weapons. The immense distances 
involved in a Pacific war coupled with enemy attacks and the high expenditure rate of ammunition 
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indicate that the resupply effort during a war over Taiwan will be more complex and fraught than 
that encountered by the Russians in Ukraine. The U.S. military’s use of “just in time logistics,” 
developed over decades of peacetime use where supplies are delivered exactly when and where 
needed in order to reduce the cost of inventories, will likely need to be replaced by a system that 
emphasizes resiliency over efficiency.  

Nuclear weapons 

The Russia-Ukraine war demonstrates that nuclear weapons remain the foundation of 
security for major powers and continue to be used in the conflict as both a deterrent and a tool of 
coercion. The reemergence of the importance of nuclear weapons in international conflict suggests 
that the United States needs a reinvigorated nuclear deterrent that is accompanied by new nuclear 
doctrine that takes into account trilateral nuclear deterrence, the possibility of “non-strategic” 
nuclear use, as well as non-nuclear attacks on one another’s homelands that might encourage 
nuclear escalation. 

IMPLICATIONS 

U.S. wars since 1991 have been fought against opponents that were overmatched by the 
U.S. military’s conventional capabilities. The Russia-Ukraine war, however, demonstrates that 
contemporary war between two more equal and motivated adversaries can be both protracted and 
intense. In total, the ten takeaways presented in this report demonstrate the need for the United 
States to counter China’s military’s preparations across the military, diplomatic, and economic 
domains. The evolution of the Russia-Ukraine war into a protracted and intense conflict can be 
attributed to the prominence of defensive technologies, the national will of the two adversaries, 
alliance systems, and the ability to muster resources. Improving U.S. capabilities across all four 
areas will require a Cold War-era focus to overcome the China military challenge. In short, the 
United States needs to be able to fight a protracted high-end conflict at the military and national 
levels. Moreover, preparing both the military and the nation to fight a protracted high-end conflict 
will add to U.S. deterrence efforts a whole-of-nation effort that can counter China’s combined 
military and civil preparations. Much of this work is already being done, but more work remains. 

Weapon systems 
Future U.S. combat capabilities will need to be composed of systems that can operate over 

long distances, are numerous, and can deliver sufficient firepower either individually or as a group. 
Technologies that improve mobility have been traditionally been thought to favor the offense 
whereas technologies that improve firepower favor the defense. 193  However, given the long 
distances needing to be traveled for the U.S. military to engage PRC forces in a conflict over 
Taiwan, it is likely that the United States will require weapon systems that both increase firepower 
and improve mobility. In addition, the Russia-Ukraine war tells us that in order to form an effective 
defense, numbers matter. The U.S. military can no longer be composed of just a relatively small 
number of high-end platforms.  

Ideally, this force could be composed of a “high-low” mix of higher end crewed systems 
and lower end uncrewed systems. For example, the U.S. Air Force plans to order at least 100 B-
21s, its next generation stealth bomber, with the option to purchase as many as 145 of the 
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aircraft.194 When armed with long-range precision strike weapons, this platform could more easily 
penetrate PRC air defense systems than its predecessors. The addition of up to 145 of the aircraft 
could potentially more than double the Air Force’s current fleet of 140 bombers.195 The U.S. Air 
Force has also announced the development of the F-47 sixth generation fighter that promises next-
generation stealth and sensor fusion along with a range greater than 1,000 nautical miles that will 
also add to the service’s mobility and firepower.196 

On the lower end, the U.S. military’s Replicator Initiative intends to deliver thousands of 
attritable autonomous systems to warfighters. The majority of UAVs used in the Russia-Ukraine 
have been small quadcopters. Although useful for operations in Taiwan, these platforms lack the 
range and capabilities that the U.S. military will need to traverse the long distances needed in a 
Taiwan scenario. The increased complexity required for uncrewed systems in a Taiwan mission, 
however, will likely result in fewer platforms being fielded in a Taiwan conflict than in the Russia-
Ukraine war, limiting both their impact on the battlefield and cost savings.  

Alliance systems 
A hallmark of U.S. military operations since the 1991 Gulf War has been a reliance on 

coalition warfare. Given the long distances involved in conducting operations in the western 
Pacific that complicate both operations and logistics, allies and partners will play an essential role 
in supporting and potentially participating in U.S. operations. The United States will require both 
“places and bases” in the western Pacific from which to launch operations, maintain presence, and 
resupply. Fostering interoperability with allies and partners will also be important to break down 
organizational, cultural, political, and technological barriers that could impede operations.  

Unlike the European theater, there are no regularized collective defense entities, such as 
NATO, in Asia. Efforts to enhance military cooperation with U.S. allies and partners are being 
implemented, however. In 2024, the United States announced that U.S. Forces Japan (USFJ) would 
be upgraded from a primarily administrative command to a joint force headquarters reporting to 
the Commander of the Indo-Pacific Command. The newly reformulated USFJ will facilitate 
interactions with Japan’s Joint Operations Command, established in 2025.197 The United States 
has also been deepening its partnership with the Philippines. In 2023, the United States and the 
Philippines announced plans to expand U.S. access to four new air bases, increasing to nine the 
number of sites available to the United States.198 Security cooperation is also being enhanced 
between U.S. allies. Japan, for example has signed reciprocal access agreements with Australia, 
the United Kingdom, and the Philippines that enhance bilateral defense cooperation by facilitating 
the hosting of joint international military exercises and the process of bringing troops into each 
other’s countries.199 

Industrial capacity 
U.S. wars fought since Vietnam have involved relatively little loss of life or equipment. A 

war between the United States and China, on the other hand, could involve large expenditures of 
weapons and equipment. The possibility of significant losses of weapons and equipment highlights 
the importance of creating an industrial base that can replace losses. According to the Center for 
Strategic and Budgetary Assessments (CSBA), based on their experience conducting dozens of 
exercises, expanding industrial production will achieve a greater likelihood of sustaining a 
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protracted war than the mere stockpiling of weapons. CSBA points out, however, that globalization 
has weakened the U.S. defense industrial base to such an extent that “the enabling conditions of 
U.S. industrial mobilization for World War II no longer exist.”200 After decades of downsizing and 
consolidation, the U.S. defense industrial base is now less diverse than during the Cold War even 
while the complexity of modern weapons makes them more difficult to manufacture.201 

Attrition of personnel  
The potential for significant losses of weapons and equipment in a conflict over Taiwan 

would also likely coincide with the loss of military personnel. Both Ukraine and Russia have been 
able to replace combat losses despite significant casualties. However, their efforts have been 
mainly focused on recruiting or conscripting for the infantry. In the case of Russia, this has even 
included recruiting convicts. A conflict over Taiwan, however, would primarily be an air and naval 
conflict that would result in the loss of highly trained and technologically competent personnel, 
like pilots, who are harder to replace than infantry. For example, fighter pilot training in the PLA 
Air Force can take up to four years while fighter pilot training in the U.S. Air Force can take up to 
five years.202 Although training can be shortened to meet operational requirements, it will also 
result in lower skilled pilots entering into combat.  

As a result, even if both countries were to sustain national will, significant losses of highly 
skilled personnel critical to maintaining the fight would threaten each country’s ability to field a 
proficient force and could risk creating a “doom loop” in which replacing highly trained 
professionals with less skilled personnel would result in a compounding effect generating even 
more losses. Such a situation could disproportionately affect the U.S. military. While there is no 
indication of pilot shortages in the PLA, a 2025 report by the Mitchell Institute for Aerospace 
Studies found that the U.S. Air Force has a shortage of nearly 1,850 pilots, including 1,142 fighter 
pilot billets. The Mitchell Institute report concludes that “numbers matter—if an air force does not 
have enough experienced pilots in reserve, it reaches a tipping point where it begins to hemorrhage 
its forces and loses efficacy in combat, just as Germany and Japan experienced in WWII.”203 

Resiliency as deterrence 
The inability of the U.S. military to sustain losses of weapons, equipment, and personnel 

removes a key aspect of deterrence: resiliency. The PRC leadership when deciding to go to war 
with the United States could conclude that even if the PLA suffers disproportionate combat losses, 
it could still inflict enough losses on the U.S. military to generate a war winning advantage. In this 
case, the U.S. military could be forced to try and achieve a quick victory at the beginning of the 
war, just as the Japanese attack on Pearl Harbor was intended to do. That attack failed to achieve 
its decisive intent, allowing U.S. superiority in personnel and industrial production to eventually 
defeat the Japanese military. Similarly, a failed decisive strike at the outset of a conflict against 
PLA forces would allow the PRC to marshal its industrial capacity and population to wear down 
the U.S. military.204 

National will 
The U.S. government will need to sensitize the American public to the possible costs and 

risks of peacetime competition and wartime conflict with China. A conflict with China could result 
in losses of ships and aircraft and their crews not seen since World War II. Preparing the American 
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public for the potential budgetary costs of preparing for a conflict with China and the potential for 
grave losses during conflict could entail measures that seek to educate Americans on why 
defending Taiwan matters. 

Similarly, a well-armed and motivated Taiwan military able to prevent an invasion of the 
island and a Taiwan population that maintains the will to fight will be the primary factor that 
decides the outcome of a war with China over Taiwan. Both Taiwan and the United States have 
work to do in buttressing Taiwan against attack, however, including delivering weapons already 
purchased, solving recruitment shortfalls, and changing the culture of the Taiwan military.205 In 
addition, the United States may want to encourage Taiwan to develop and employ capabilities to 
deliver early and shocking surprises to PLA initial entry forces so as to demonstrate early “wins” 
that can buttress popular support. 
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